Websense Category Filter Worksheet
Security Committee Settings

Websense Master Database categories are sorted into parent categories and subcategories.
Indenting is used in the table below to indicate this hierarchy.

Assigning a filtering action to a parent category does not automatically assign the same action to all
subcategories within the parent.

Legend

Default Settings are highlighted in YELLOW
Suggested settings from Security Committee in GREEN

Action File Type Blocking Bandwidth
Permit Audio Network
Block Compressed Protocol (HTTP)
Confirm Executable (percentage)
Quota Video
(custom)
Other filtering restrictions
Category Name Action File types Keywords | Bandwidth
blocked
Abortion P B CQ|ACEV i N P %
Pro-Choice P B COQ|ACEV__ [ N P %
Pro-Life P B COQ|ACEV__ [ N P %
Adult Material
Adult Content P B COQ|ACEV__ [ N P %
Lingerie and Swimsuit P B C Q|ACEV__ [] N P %
Nudity P B COQ|ACEV_ [ N P %
Sex PBCOQ|ACEV O N P %
Sex Education P B CQ|ACEV [ N P %
Advocacy Groups P B CQ|ACEV_ (] N P %
Bandwidth
Internet Radio and TV P B CQ|ACEV [] N P %
Internet Telephony P B CQ|ACEV_ [] N P %
Peer-to-Peer File Sharing P B CQ|ACEV [ N P %
Personal Network Storage & Backup |[P B C Q|ACEV [] N P %
Streaming Media P B C Q|ACEV__ [] N P %
Business and Economy P B CQ|ACEV [] N P %
Financial Data and Services P B CQ|ACEV_ [] N P %
Drugs P B COQ|ACEV_ [ N P %
Abused Drugs P B CQ|ACEV [] N P %
Marijuana P B CQ|ACEV [ N P %
Prescribed Medications P B C Q|ACEV [] N P %
Supplements and Unregulated P B CQ|ACEV__ [] N P %
Compounds
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Other filtering restrictions

Category Name Action Frlglle types Keywords | Bandwidth
ocked
Education
Cultural Institutions P B CQ|ACEV [] N P %
Educational Institutions P B CQ|ACEV [] N P %
Educational Materials P B CQ|ACEV [ N P %
Reference Materials P B CQ|ACEV [] N P %
Entertainment P B CQ|ACEV__ [] N P %
MP3 and Audio Download Services |P B C Q|ACEV [] N P %
Extended Protection P B C Q|ACEV__ [] N P %
Elevated Exposure P B CQ|ACEV [] N P %
Emerging Exploits P B CQ|ACEV__ [ N P %
Potentially Damaging Content P B CQ|ACEV [ N P %
Gambling P B C Q|ACEV_ [] N P %
Games P B C Q|ACEV__ [] N P %
Government P B CQ|ACEV_ (] N P %
Military P BCOQ|ACEV [ N P %
Political Organizations P B CQ|ACEV [ N P %
Health P B CQ|ACEV O N P %
lllegal or Questionable P B CQ|ACEV [ N P %
Information Technology P B CQ|ACEV [] N P %
Computer Security P B CQ|ACEV [] N P %
Hacking P B COQ|ACEV__ [ N P %
Proxy Avoidance P B C Q|ACEV_ [] N P %
Search Engines and Portals P B CQ|ACEV [ N P %
URL Translation Sites P B C Q|ACEV_ [] N P %
Web Hosting P B COQ|ACEV_ [ N P %
Internet Communication
General Email P B C Q|ACEV__ [] N P %
Organizational Email P B CQ|ACEV [] N P %
Text and Media Messaging P B CQ|ACEV_ [] N P %
Web Chat P B COQ|ACEV_ [ N P %
Job Search P B CQ|ACEV [] N P %
Militancy and Extremist P B C Q|ACEV__ [] N P %
Miscellaneous
Content Delivery Networks P B C Q|ACEV__ [] N P %
Dynamic Content P B CQ|ACEV (] N P %
File Download Servers P B CQ|/ACEV i N P %
Image Servers P B CQ|ACEV (] N P %
Images (Media) P B CQ|ACEV [] N P %
Network Errors P B C Q|ACEV__ [] N P %
Private IP Addresses P B CQ|ACEV [] N P %
Uncategorized P B CQ|ACEV_ [] N P %
News and Media P B CQ|ACEV [ N P %
Alternative Journals P B CQ|ACEV [] N P %
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Other filtering restrictions

Category Name Action File types Keywords | Bandwidth
blocked
Productivity
Advertisements P B C Q|ACEV_ [] N P %
Freeware and Software Download P B CQ|ACEV [ N P %
Instant Messaging P B CQ|ACEV [] N P %
Message Boards and Forums P B CQ|ACEV_ [] N P %
Online Brokerage & Trading P B C Q|ACEV_ [] N P %
Pay-to-Surf P BCOQ|ACEV [ N P %
Racism and Hate P B CQ|ACEV [] N P %
Religion
Non-Traditional Religions and Occult | P B C Q |ACEV [ N P %
Traditional Religions P B CQ|ACEV i N P %
Security ]
Bot Networks P B CQ|ACEV_ (] N P %
Keyloggers P B CQ|ACEV_ [] N P %
Malicious Web Sites P B CQ|ACEV [] N P %
Phishing and Other Frauds P B CQ|ACEV i N P %
Potentially Unwanted Software P B CQ|ACEV [ N P %
Spyware P B C Q|ACEV_ [] N P %
Shopping P B C Q|ACEV__ [] N P %
Internet Auctions P B CQ|ACEV_ (] N P %
Real Estate P B CQ|ACEV_ [] N P %
Social Organizations
Professional and Worker P B CQ|ACEV_ 0 N P %
Organizations
Service and Philanthropic P B C Q|ACEV__ [ N P %
Organizations
Social and Affiliation Organizations P B CQ|ACEV_ [] N P %
Society and Lifestyles P B CQ|ACEV_ [] N P %
Alcohol and Tobacco P B CQ|ACEV [] N P %
Gay or Lesbian or Bisexual Interest [P B C Q ACEV_ [] N P %
Hobbies P B CQ|ACEV__ [ N P %
Personals and Dating P B CQ|ACEV [] N P %
Restaurants and Dining P B CQ|ACEV [ N P %
Social Networking and Personal P B CQ|ACEV__ W N P %
Sites
Special Events P B CQ|ACEV [] N P %
Sports P B C Q|ACEV__ [] N P %
Sport Hunting and Gun Clubs P B CQ|ACEV [ N P %
Tasteless P B CQ|ACEV [] N P %
Travel P B CQ|ACEV__ [ N P %
Vehicles P B CQ|ACEV [] N P %
Violence P BCOQ|ACEV [ N P %
Weapons P B CQ|ACEV_ (] N P %
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