[image: image1.png]Department for Children
and Familics

Strong Families Make a Strong Kansas




KANSAS DEPARTMENT FOR CHILDREN AND FAMILIES
DCF Business Associate
Computer User Security Agreement


 FORMCHECKBOX 
How to Fill Out this Form:

This form has been designed to be filled out electronically, then printed and signed.  This is to ensure that all pertinent information is legible for access staff to quickly process the request.  Illegible or hand-written forms will be returned to the submitter.
The name used on the form is to be the legal name of the user, as shown on the Social Security card, driver’s license, other government-issued ID or as it appears in the SHaRP system.

Failure to provide complete, legible information, including a middle initial, will increase the time it takes to process a security access request.  If the user truly does not have a middle initial, type a percent sign  %  in place of an initial.

When you have the form signed, scan and email it to DCF.ITSecurity@ks.gov.  
Each person’s form is to be a separate scanned file.  Please do NOT send multiple scanned forms as a single attached file.  They will be rejected.  You may send multiple scanned attachments as a single email.
If you do not have the ability to scan the form, mail the form to:  DCF ITS, ATTN:  IT Security, 503 S Kansas Ave, Topeka, KS 66603.

Non-DCF staff will need to also submit the completion certificate from the DCF Security Awareness training or their agency’s security training, before access can be granted.  The DCF training is available at:

http://content.dcf.ks.gov/SD/ISA_Contractors_html
Rev. 10/16

I understand that all personnel and client information, regardless of format (electronic, hard copy, etc) or venue (DCF facility, in transit, etc) is confidential and I will protect it using appropriate physical, administrative and technological safeguards.  I agree not to disclose any confidential information to any person for any purpose other than the administration of the DCF programs using these computer systems.  I further agree to abide by all laws and regulations regarding information protected under HIPAA and to abide by all DCF and State of Kansas security policies and procedures.  I understand that unauthorized access or use of official computer systems may subject me to criminal, civil, and/or administrative action.  I understand that the wrongful disclosure of confidential information may subject me to disciplinary and/or criminal action.
I also agree to protect all information available to me through interfaces with other agencies, whether the information is on the DCF computer systems via direct computer access; from hard copy documents; or other means of communication. This includes but is not limited to information from the Internal Revenue Service, the Social Security Administration and other state agencies and their contractors.  
I understand that I may only use DCF computer access or equipment for those specific functions and at locations for which I have been authorized.  This includes loading and using only approved software and hardware; loading and use of other software and hardware must be explicitly approved in writing by my supervisor and the local IT Technical Support.  I understand that I must login to my account(s) at least once every 31 days to retain access.
I understand I must change my password(s) as required.  I understand that the password(s) I receive is (are) confidential, may not be written down, may not be programmed into a PF key or saved in a browser, and may be used only by myself.  If I suspect anyone else has knowledge of my password, I will report it immediately to my supervisor and the local IT Technical Support, Superintendent, or to DCF.ITSecurity@ks.gov.  I will change my password at that time.

I understand whenever I leave the PC I must either sign off or invoke a password protected screen saver.  If not on DCF equipment, I must logout of all DCF systems before leaving my work area. 

All information on or access from an official computer system may be intercepted, recorded, read, copied and disclosed by and to authorized personnel for official purposes, including criminal investigations.  Such information includes sensitive data encrypted to comply with confidentiality and privacy requirements.  Access or use of a computer system by any person, whether authorized or unauthorized, constitutes consent to these terms.  There is no right of privacy in any system.  Furthermore, I understand that I may be prosecuted if I knowingly and intentionally use any DCF computer systems, or any other agency’s computer systems I access, for any illegal or fraudulent purposes.

	Print Legal Name: 
	     
	Email Address: 
	     

	Function/Job Title:  
	     
	Phone Number: 
	     

	Office:
	     

	Signature of associate:  
	     
	Date: 
	     


	Witness Name:       First, MI, Last
	     
	Email Address: 
	     

	Function/Job Title:  
	     
	Phone Number: 
	     

	Office:
	     

	Signature of Witness:  
	     
	Date: 
	     


Sign, scan and Email this copy to DCF.ITSecurity@ks.gov.  Call DCF Service Desk at 785.296.4357, option 2 for further assistance.  
